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V ¢om vidite uplatnenie
vysledkov projektu:

Verifikované a validované modely sietovych utokov su dolezitym predpokladom pre
modelovanie a simulaciu v procese identifikacie, analyzy, navrhu, testovania a
hodnotenia bezpeénosti architektir distribuovanych pocitatovych systémov a
dynamickych sieti. Vyvinuté modely a softvérovy nastroj vytvaraju komplexnu platformu
umoznujucu modelovanie, simulaciu a detekciu narudeni na sietovej vrstve ISO/OSI
modelu. Vysledky je mozné vyuzit v zakladnom i aplikovanom vyskume pre potreby
rozliénych simulacii ako aj priamo pri vyvoji systémov detekcie a prevencie narusenia. V
kone¢nom dosledku vysledky projektu moézu prispiet k vyvoju spolahlivejSich a
bezpec&nejsich informacnych a komunikacnych systémov.
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Suhrn vysledkov rieSenia projektu a naplnenia ciefov projektu (max. 20 riadkov) - slovensky:

Projekt bol zamerany na navrh metdd identifikacie a analyzy bezpecnostnych ohrozeni v architektirach
distribuovanych systémov a dynamickych pocitaCovych sieti. Stanovené boli dva hlavné ciele:

1. Navrh formalnej S$pecifikacie, verifikacia a validacia modelov sietovych Utokov na sietovej vrstve
bezpelnostnych architektur distribuovanych vypoc&tovych systémov a dynamickych pocitacovych sieti.

2. Vytvorenie komplexnej softvérovej platformy na modelovanie a simulaciu sietovych Gtokov na sietovej vrstve
ISO/OSI modelu.

Na zaklade analyzy a klasifikacie podstaty znakov prienikov bola navrhnuta abstraktna klasifikaéna hierarchia a
formalny aparat pre popis bezpe¢nostnych prienikov do architektur distribuovanych systémov. Navrhnuté modely Gtokov
boli verifikované a validované vyuzitim automatizovanych metdd a nasledne vyuzité pri simulaciach a experimentoch.

V réamci projektu bola vyvinutad softvérova platforma s nazvom FEIIDS umoziujuca modelovanie a simulaciu
sietovych utokov na sietovej vrstve ISO/OSI modelu a tiez simulaciu detekcie naruSenia. Systém podporuje
modelovanie pomocou farbenych Petriho sieti a detekciu prienikov na baze Ciastone usporiadanych udalosti a vzorov.
V sucasnej verzii je mozné produkt vyuzivat pre podporu navrhu systémov detekcie a prevencie narusenia.

V suvislosti s rieSenim stanovenych Uloh a dosahovanim cielov projektu vznikli vystupy v kategdriach: publikacie,
aplikované vystupy, vystupy do vzdelavania a popularizacie vedy, ostatné vystupy a pridana hodnota, a to v
nasledujucej Strukture: 2 prace v zahrani¢nych karentovanych ¢asopisoch, 11 prac v recenzovanych ¢asopisoch, 36
¢lankov v nerecenzovanych ¢asopisoch a zbornikoch, 1 monografia, 1 knizna publikacia, 3 zborniky z konferencii v
elektronickej podobe, 1 softvérovy produkt, 15 Skolenych doktorandov, 21 obhajenych diplomovych prac, 2 vzdelavacie
kurzy, 111 ucastnikov vzdelavania, 2 popularizacné ¢lanky, 3 zorganizované konferencie, 1 workshop a 3 vyvolané
projekty.

Suhrn vysledkov rieSenia projektu a naplnenia cielfov projektu (max. 20 riadkov) - anglicky:

The project was focused on method design for analysis and identification of security threats in distributed system
architectures and dynamic computer networks. The two main objectives were set:

1. A design of formal specification, verification and validation of network attack models at the network layer of
distributed computing systems and dynamic networks security architectures.

2. A complex software platform for modelling and simulation of network attacks at the network layer of ISO/OSI
model.

Based on the analysis and classification of intrusion patterns principles, the abstract classification hierarchy and the
formal apparatus for description of security intrusions into distributed system architectures were developed. Proposed
attack models were verified and validated using automated methods and then used for simulations and experiments.

Within the project a software platform called FEIIDS was developed that enables modelling and simulation of
network attacks at the network layer of ISO/OSI model and simulation of intrusion detection as well. The system
supports modelling using coloured Petri nets and intrusion detection based on partially ordered events and patterns. The
current version of the product can be used for the intrusion detection and intrusion prevention systems design support.

In relation to the project tasks solving and goals achievement, the outcomes aroused in the following categories:
publications, applied outcomes, outcomes to the education and popularization of science, other outcomes and value
added outcomes in the following structure: 2 foreign current content articles, 11 articles in peer-reviewed journals, 36
articles in non-reviewed journals and proceedings, 1 monograph, 1 book publication, 3 conference proceedings in
electronic form, 1 software product, 15 doctoral students trained, 21 master thesis defended, 2 educational courses, 111
trainees, 2 promotional articles, 3 conferences organized, 1 workshop and 3 induced projects.

Podpisom zaverec€nej karty rieSitel' vyjadruje svoj suhlas so zverejnenim udajov v nej uvedenych.
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