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2. HUCKOVA, R., SOKOL, P., ROZENFELDOVA, L. — 4th Industrial Revolution and
Challenges for European Law (with special attention to the concept of digital single market).
In: EU and Comparative Law Issues Challenges Series (EU Law in context — adjustment to
membership and challenges of the enlargement). ISSN 2459-9425, s. 201-215

3. ROZENFELDOVA, L., SOKOL, P. — New Initiatives and Approaches in the Law of
Cookies in the EU. In: IDIMt 2018 (Strategic modeling in management, economy and
society). Linz, 2018, s. 303-310

4. BAJTOS, T., SOKOL, P., GAJDOS, A., LUCIVJANSKA, K., MEZESOVA, T.: Analysis of
the infection and the injection phases of the telnet botnets. In J.UCS Journal of Universal
Computer Science. (IF: 0.910) (v tladi)

5. TRESCAKOVA, D. — On some aspects of protection of personal data in the European
area. In: Topical issues problems of modern law and economics in Europe and Asia.
Moskva, Justicinform, 2018, s. 144-163

Uplatnenie vysledkov projektu
RieSitelsky kolektiv rieSenim projektu reagoval na nezvratny trend elektronizacie a
digitalizacie podnikatelského prostredia v tuzemskych i zahrani¢nych podmienkach, ktory
vSak priniesol radu otvorenych pravnych a legislativnych otazok prameniacich v technickych
riedenia a pristupoch. Interdisciplinarnym zloZzenim rieSitelského kolektivu boli vytvorené
optimalne podmienky pre skimanie najexponovanejSich otazok spojenych v ¢ase
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podavania projektu s problematikou elektronizacie podnikania. V priebehu rieSenia projektu
vyvstali i dalSie témy, ktoré boli iniciované najma (no nielen) eurdpskou legislativou.
Vysledky rieSenia projektu su uplatnitefné vo viacerych smeroch:

1. v dalsom vedeckom vyskume: rieSitel'sky kolektiv formuloval vo svojich vedeckych
vystupoch viaceré poznatky a postoje, ktoré su vyuzitelné pre dalSi vedecky diskurz v
predmetnej oblasti - Easovd neobmedzenost’ skimanych poznatkov potvrdzuje aj
skuto€nost, Ze vacsina rieSitelov projektu pokracuje v rieSeni pokraCujucej témy.

2. v aplikaCnej praxi: rieSitelsky kolektiv akcentoval viaceré témy s vyraznym presahom do
aplikacnej praxe, o nenechali bez povSimnutia aj so zretefom na formu transferu poznatkov
smerom k aplika¢nej praxi. RieSitelia zorganizovali viaceré seminare pre odbornu prax.

3. v pedagogickom procese: rieditelsky kolektiv pretavil vysledky svojich vedeckych aktivit aj
do pedagogického procesu - v ramci Studijného programu na pravnickej fakulte boli
vytvorené viaceré nove predmety. Zaroven rieSitelsky kolektiv pripravil pre Studentov
Pravnickej fakulty a Prirodovedeckej fakulty podujatie jedine¢né svojho druhu na Slovensku
- Letnu Skolu kyberkriminality zalozenu na kooperacii Studentov prava a informatiky pri
rieSeni technickych a pravnych problémov.

4. v popularizacii témy smerom k odbornej a laickej verejnosti: rieditelsky tim sa pravidelne
zuc&astnil popularizaénych podujati s cielom transferu poznatkov aj smerom k laickej
verejnosti - Noc vyskumnikov, Den otvorenych dveri na univerzite, etc.

Suhrn vysledkov rieSenia projektu a naplnenia ciel'ov projektu v slovenskom jazyku
(max. 20 riadkov)

Riesitelsky kolektiv analyzoval Siroké penzum tém suvisiacich s problematikou
elektronizacie podnikania. Digitalizacia spojenu s markantnym rozmachom informaénych a
komunikacnych technolégii mozno v su€asnosti povazovat za jeden z rozhodujucich
aspektov determinujuci spolo€nost’ a réznorodé vztahy.

V ramci elektronizacie procesov podnikatel'skych subjektov sa v projekte venovala
pozornost’ elektronickym pravnym ukonom, dynamickym biometrickym podpisom a formam
oznamovania protispoloCenskej €innosti.

V ramci projektu sme sa zamerali na podvodné systémy (deception systems) vyuzivané aj
podnikatelskymi subjektami na zabezpec&enie svojich aktiv voc€i bezpe&nostnym hrozbam a
utokom. Ciefom tychto systémov je podvrhnut uto€nikovi informaény systém, prihlasovacie
udaje, citlivé dokumenty a pod., ktoré pre organizaciu nemaju hodnotu, ale dokazu
detegovat prienik do informaéného systému, resp. zneuzitie tychto udajov a dokumentov. V
ramci projektu sme sa venovali problematike implementacie a pouzitia tychto systémov v
ramci podnikatelskych subjektov, najma z pohladu sukromnopravnej zodpovednosti a
ochrany sukromia a osobnych udajov.

Clenovia riesitel'ského kolektivu reagovali sigasne na aktualne zmeny v legislative EU v
oblasti zodpovednosti a ochrany sukromia. Venovali sa dopadom nového regulacného
ramca na ochranu autorskych diel zdielanych online platformami a pouzivaniu online
identifikatorov - cookies.

V oblasti ochrany osobnych udajov a rieSenia bezpecnostnych incidentov je vysledkom
projektu analyza spravania pouzivatelov organizacie (zamestnancov podnikatelskych
subjektov) pri pouzivani emailovej komunikacie a reakcie na rézne formy socialneho
inZinierstva. Pracovné vztahy v ramci podnikatelskych subjektov rieSitelsky kolektiv blizSie
analyzoval najma v suvislosti s otdzkami ochrany osobnych udajov (napr. rodnym ¢&islam v
pracovnych zmluvach), pouzivania socialnych sieti, elektronického doru¢ovania a pod.
Vysledkom projektu je aj predikcia bezpeé&nostnych udalosti pomocou ¢asovych radov (time
series). S predikciou bezpe€nostnych udalosti Uzko suvisi aj profilovanie uto¢nikov. Podla
spravania sa uto€nikov je mozné ich zatriedit do urCitych skupin (clustrov) a podla tohto
triedenia predikovat ich nasledujuce spravania. To mdze vyrazne zvysit pravdepodobnost
rychleho odhalenia bezpecnostného incidentu, resp. jeho ciefa a znizit naklady
podnikatelskych subjektov na rieSenie bezpecnostnych incidentov a odstrafiovani ich
nasledkov.

Suhrn vysledkov rieSenia projektu a naplnenia ciel'ov projektu v anglickom jazyku
(max. 20 riadkov)

The research team analyzed a wide range of topics related to the issue of e-business.
Digitization associated with a marked boom in information and communication technologies
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can now be considered as one of the crucial determinant aspects of society and diverse
relationships.

As regards the computerization of business subjects, the project focused on electronic legal
acts, in particular on contractual penalties in the contract for the trip reservation, dynamic
biometric signatures and on forms of anti-social activities’ notification.

Within the project, we considered the deception systems used by business subjects to
secure their assets against security threats and attacks. The purpose of these deception
systems is to provide the attacker with an information system, login data, sensitive
documents etc., that have no value for the organization, but can lead to the detection of an
attack on the information system, or of the abuse of this data and documents. As a part of
the project we analysed the issue of the implementation and use od these systems by the
business subjects, particularly as regards the issues of private liability, privacy and personal
data protection.

The members of the research team have also responded to the latest legislative changes in
the EU law in the area of liability and privacy protection. They analysed the impacts of the
new regulatory framework on the protection of works shared by online platforms, as well as
on the use of online identifiers.

As regards the personal data protection and the security incidents solution, the project
resulted in the analysis of the organisation users’ behaviour (employees of the business
subjects) during their use of email communication and their reactions on different forms of
social engineering.

The project has also resulted in the prediction of security incidents through the use of time
series. The profiling of attackers is closely connected with the security incidents’ prediction.
According to the attackers’ behaviour, it is possible to differentiate attackers to specific
groups (clusters) and use this to predict their further behaviour. This can significantly
increase the possibility to quickly detect the security incident or its purpose, and decrease
the business subjects’ expenses invested to handle security incident and to eliminate their
consequences.
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