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Najvyznamnejsie publikacie (knihy, €lanky, prednasky, spravy a pod.) zhrnujuce
vysledky projektu — uvedte aj publikacie prijaté do tlace

Balogh, S; Gallo, O; Ploszek, R; Spacek, P; Zajac, P: loT Security Challenges: Cloud and
Blockchain, Postquantum Cryptography, and Evolutionary Techniques, ELECTRONICS
10/21, 2021, DOI: 10.3390/electronics 10212647

55 citacii (GS), z toho 21 citacii WoS
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9 citacii (GS), z toho 2 citacie WoS

Svec, P., Balogh, S., Homola, M., Kluka, J., & Bistak, T. (2024). Semantic Data
Representation for Explainable Windows Malware Detection Models. arXiv preprint
arXiv:2403.11669.

(zaslané do recenzného konania)

Svatek, V., Zamazal, O., Nguyen, V.B., Ivanek, J., Kluka, J. and Vacura, M., 2023. Focused
categorization power of ontologies: General framework and study on simple existential
concept expressions. Semantic Web, (Preprint), pp.1-45.

Uhliarik, 1., 2022. Enhancing and Evaluating the Product Fuzzy DPLL Solver. SN Computer
Science, 3(5), p.388.
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Uplatnenie vysledkov projektu

Hlavnym praktickym vysledkom je komplexny ontologicky model umozhujuci zachytit’ data o
bezpecnostnych hrozbach. Na zaklade modelu sme vytvorili komprehenzivnu ontologiu PE
Malware ontology, ktord dodava sémanticku prezentacnu vrstvu pre data pochadzajuce zo
statickej analyzy malvéru, vychadzajucu zo v su€asnosti najpopularnejSich malvérovych
datasetov EMBER a SOREL. Spolu s ontolégiou sme publikovali aj viaceré predpripravené
datové mnoziny odvodené od datasetu EMBER ako aj SOREL, tieto su dostupné v
repozitari https://github.com/orbis-security. Okrem toho sme realizovali viaceré dalSie
datové mnoziny a ontoldgie (podrobnej$i popis vid ZS).

Vytvorené datové mnoZziny a ontologie umozniuju ako vyskumné tak aj praktické vyuzitie v
oblasti strojového ucenia a inteligentného odhalovania malvér a suvisiacich bezpe€nostnych
hrozieb.

Vysledky vyskumu je mozné vyuzit' pri rozSirenej malvérovej analyze a klasifikacii, pre lepSie
porozumenie bezpecnostnych hrozieb, pre buduci vyvoj bezpe€nostnych nastrojov, ako aj
pre lepSiu spolupracu bezpecnostnych expertov a efektivnejSie zdielanie informacii o
bezpecnostnych hrozbach a incidentoch.

Suhrn vysledkov rieSenia projektu a naplnenia cielov projektu v slovenskom jazyku
(max. 20 riadkov)

Ako popisujeme v ZS, podarilo sa nam naplnit stanovené ciele projektu. Vybudovali sme
ontologicku reprezentacnu vrstvu pre viaceré datové zdroje v oblasti informacnej
bezpe€nostis dérazom na malvér. Navrhli sme architekturu detekéného systému a
preskumali sme viaceré teoretické modely detekénych mechanizmov na baze informacnych
tokov a tzv. attack-trees. Venovali sme sa tiez kryptografickych vlastnostiam vyuzitefnym v
detekénych systémoch. Intenzivne sme skumali rézne aspekty inferenénych mechanizmov,
ktoré mdzu spolu s ontologickou reprezentaciou byt vyuzité na inferenciu, napr. za u€elom
hladania vysvetleni, alebo objavovania a aplikacie detekénych pravidiel.

Konkrétnym vysledkom bol napr. algoritmus pre fuzzy DPLL inferenciu, alebo implementacia
abdukéného solvera pre ontolégie, skimanie metamodelovania ontolégii, €i publikované
zlepSenia nastroja DL learner. Tieto techniky sme aplikovali nad ontologicky
reprezentovanymi datami z datasetov EMBER a SOREL. Ukazali sme, Ze nastroje
konceptového u€enia su vhodné na vysvetlitelnu klasifikaciu malvérovych vzoriek. Ich
praktickému vyuZitiu nateraz brania vyssie vypocCtové naroky. Tym bola dana aj niZSia miera
generalizacie a presnosti.

Vysledky sme porovnali s inymi metdédami, napr. s metdédou u€enia sa rozhodovacich
stromov. Siahli sme tiez po hybridnych neuro-symbolovych nastrojoch. Mimoriadne silné
vysledky sme dosiahli metédou LEN. Dosiahnuté vysvetlenia boli sice mierne niz3ej kvality
ako pri konceptovom uceni, ale dokazali sme spracovat cely dataset EMBER. V tejto Casti
prace sa nam podarilo tiez vylepsit’ algoritmus, ktory generuje vysvetelnia z LEN (tzv.
tailored LEN).

Suhrn vysledkov riesenia projektu a naplnenia cielov projektu v anglickom jazyku
(max. 20 riadkov)

As we describe in the ToR, we have succeeded in meeting the stated objectives of the
project. We have built an ontology representation layer for multiple information security data
sources with an emphasis on malware. We designed the architecture of the detection
system and explored several theoretical models of detection mechanisms based on
information flows and attack-trees. We also addressed cryptographic properties usable in
detection systems. We have intensively investigated different aspects of inference
mechanisms that can be used together with ontological representations for inference, e.g.,
in order to search for explanations or to discover and apply detection rules.

Concrete results were e.g. an algorithm for fuzzy DPLL inference, or the implementation of
an abduction solver for ontologies, the investigation of ontology metamodelling, or published
improvements to the DL learner tool. We applied these techniques over ontology-
represented data from the EMBER and SOREL datasets. We have shown that concept
learning tools are suitable for the explainable classification of malware samples. Their
practical use is currently hampered by higher computational requirements. This has also
given lower generalization and accuracy rates.
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We compared the results with other methods, e.g., decision tree learning. We also reached
for hybrid neuro-symbolic tools. We obtained particularly strong results with the LEN
method. Although the achieved explanations were of slightly lower quality than the concept
learning approach, we were able to process the entire EMBER dataset. In this part of the
work, we were also able to improve the algorithm that generates explanations from LEN
(called tailored LEN).
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